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1. General

1.1 Welcome

Thanks for choosing the ZTE 1600 WiMAX MODEM (herein after referred to as “MODEM”). To
get the most from your MODEM and to keep it in the best condition please read this manual
carefully.

The pictures, symbols and contents in this manual are for reference only. They might not be
completely identical with your MODEM. ZTE operates a policy of continuous development. We
reserve the right to update the technical specifications in this document at any time without
prior notice.

1.2 Safety Precautions

m Some electronic devices may be susceptible to electromagnetic interference. Locate the
MODEM away from TV set, radio and other electronic equipment to avoid electromagnetic
interference.

m The MODEM may interfere with medical devices like hearing aides and pacemakers. Con-
sult with a physician or the manufacturer of the medical device before using the MODEM.

m Do not use your MODEM in dangerous environments such as oil or chemical factories
where there are explosive gases or explosive products being processed.

m Please use original accessories or accessories that are authorized by your Equipment
Provider. Unauthorized accessories may affect the MODEM performance, damage the
MODEM or cause danger to you.
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Do not attempt to dismantle the MODEM. There are no user serviceable parts.

Do not immerse the MODEM in any liquid.

Do not place objects on top of the MODEM. This may lead to overheating of the device.
The MODEM must be placed in ventilation environment for use.

Do not expose the MODEM to direct sunlight or store it in hot areas. High temperature can
shorten the life of electronic devices.

m Do not touch the antenna while calling.

m Do not allow children to play with the MODEM or charger.

m Keep the length of the cable between the MODEM and the phone less than 33 feet.

m The MODEM is for indoor use only. Do not use the MODEM outside. Do not connect
telephone extensions which run outside of the building. These can result in lightning damage
to your unit.

m This device cannot be used with handheld PDAs (personal digital assistants). This device
and its antenna must not be co-located or operated in conjunction with any other antenna or
transmitter.

1.3 Cleaning and Maintaining

m Use an antistatic cloth to clean the MODEM. Do not use chemical or abrasive cleanser as
these could damage the plastic case. Turn off your MODEM before you clean it.

m Use the MODEM within the temperature range of 0°C ~55°C[32°F ~ 131°F] and the humidity
range of 10%~85%.

m Do not use your MODEM during a thunderstorm. Remove the mains power pack from the
wall socket.

m Please do not touch the antenna with your hand during conversation. Covering the an-
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tenna may affects call quality, may cause the MODEM to operate at higher power level than
needed.

1.4 Limited Warranty

This warranty does not apply to defects or errors in the Product caused by:

(a) Reasonable MODEM Appearance Disfiguration.

(b) End User’s failure to follow ZTE’s installation, operation or maintenance instructions or
procedures.

(c) End User’s mishandling, misuse, negligence, or improper installation, disassemble, storage,
servicing or operation of the Product.

(d) Modifications or repairs not made by ZTE or a ZTE-certified individual.

(e) Power failures, surges, fire, flood, accident, actions of third parties or other events
outside ZTE’s reasonable control.

(f) Usage of products of third Parties, or usage in conjunction with third party products
provided that such defects is due to the combined usage.

(9) Any other cause beyond the range of normal usage for Products. End User shall have no
right to reject, return, or receive a refund for any Product from ZTE under the above-men-
tioned situations.

This warranty is end user’s sole remedy and ZTE’s sole liability for defective or nonconform-
ing items, and is in lieu of all other warranties, expressed, implied or statutory, including but
not limited to the implied warranties of merchantability and fitness for a particular purpose,
unless otherwise required under the mandatory provisions of the law.
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1.5 Limitation of Liability

ZTE shall not be liable for any loss of profits or indirect, special, incidental or consequential
damages resulting from or arising out of or in connection with using of this product, whether
or not ZTE had been advised, knew or should have known of the possibility of such damages,
including, but not limited to lost profits, interruption of business, cost of capital, cost of
substitute facilities or product, or any downtime cost.
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2.Getting Started
2.1 Appearance

Front Panel
2.2 Parts Supplied
Parts Quantity
MODEM 1
Power adapter 1
RJ-45 10/100BaseT Ethernet cable 2
User Manual 1

U Gerting Started



Please contact with your provider as soon as possible if the parts have any damage or lost.

If replacing product, please preserve the packing box and parts of the product.
2.3 LED Indicator
There are some LED lights in the MODEM, detailed description as following table.

LED Marker Status Description
Use 3 Leds to indicate signal
Y strength.
1 . .
WIMAX RSSI Solid Green 3 Nosignal
V I or Off i : Signal is weak
'll ﬁ : Signal is medium
[. 0l :Signalis strong
WiMAX (( )) Solid Green Register Success
Status 8 Slow Flashing | Register Process/Device Startup
/f Off Hook on/Out of Service
Phone1/ 4
one ,1 Solid Green Hook off
Phone2 / — .
w2 Flashing Green Message waiting Indicator
Solid Green Power Supply
Power I - -
Solid Red Power Supply Failure

Getting Started



LED Marker Status Description
Off Out of Connection
Top left
% 1 opie Solid Green Connection
corner LED
LAN1/LAN2 Flashing Green Data Service Process
%2 Top right Off 10M Interface
corner LED Solid Yellow 100M Interface
2.4 Working Condition

Working Condition for Host

Working temperature: 0°C ~ +55°C [32°F ~ 131°F]

Working humidity: 10% ~ 85%

Storage temperature: -30°C ~ +70°C [-22°F ~ 158°F]

Storage humidity: 5% ~ 90%
2.5 Technical Parameters

Mode of Access WiMAX (Worldwide Interoperability for Microwave Access)

WIMAX Protocol 802.16e(IEEE 802.16-2005)

Frequency Range 2.496GHz-2.690GHz

Dimensions (WxHxD) | 150mmx180mmx120mm

Weight About 359¢g

Please refer to the real objects for the related parameters about the charger.
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2.6 Ports

All six ports are in back panel.

Port Indicator Description

0C 12v External power socket
SACRSl

,

Phone port
2
Tk

LAN port

Gl

Y Remote antenna interface

e Reset button

Getting Started B
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3. Connecting MODEM

3.1 Application Structure

Network connection is shown as follows:

WiMAX Wireless o MODEM
Network
; |- =
Phone B T
Computer

# Laptop

Legend:
—— Phone cable
Ethernet cable

€Y Connecting MODEM



3.2 Hardware Installation

Make sure that your MODEM is powered off.

3.2.1 Connect to LAN

Plug one end of an Ethernet network cable into LAN ports on the back of the MODEM, and plug
the other end into an Ethernet port on a network device, for example: PCs or other network
devices. The Ethernet cable can be crossover or straight.

Note:

Don’t insert phone cable into LAN ports.

3.2.2 Connect to Phone

Connect phone cable to J or ’/'2 port of MODEM.

3.2.3 Connect Power Adapter

Connect the included power adapter to the MODEM power port, and then plug the power
adapter into an electrical outlet. The Power LED on the front panel will light up when the
adapter is connected properly.

Note:

Make sure you use the power adapter that is supplied with the MODEM. Use of a different
power adapter could damage the MODEM.

3.2.4 Power on MODEM

Turn on the MODEM.

Connecting MODEM K



4. Preparation for Configuring MODEM

Usually, MODEM has been configured by service provider and you can use it directly. But in
some instance, you need configure MODEM by yourself.

4.1 TCP/IP Installation and Configuration

Installation

If TCP/IP protocol is not installed, please install it first. Please refer to installation steps in
Windows XP as follows (For classic start menu):

1. Select Start—>Settings— Control Panel—> Network Connections.

2. Double-click <Local Area Connection> and click <Properties>.

3. Click <Install...> and double-click <Protocol>.

Preparation for Configuring MODEM



- Local Area Connection Properties

General | Authentication | Advanced|

8 Select Network Component Type

Click the type of network component you want to install

18 Cliert

“ SSeMoe

I

¥ = e

< Description

_.. A protocol is a language your computer uses to
I communicate with other computers.

4. Select <Internet Protocol (TCP/IP)> and click <OK>.

Configuration (For classic start menu)
1. Click <Start> and select <Settings>, then click <Network Connections>.

Preparation for Configuring MODEM
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2. Double-click <Local Area Connection> and click <Properties>.
3. Double-click <Internet Protocol (TCP/IP)> and select <Obtain an IP address automatically>,
<Obtain DNS server address automatically>.

Internet Protocol (TCP/IP) Properties

General | Altemate Configuration |
You can get IP settings assigned automatically if your network. supports

this capability. Otherwise, you need to ask your network. administrator for
the appropriste IP seltings,

(&) Obtain an IP address sutomatically
() Use the following IP address:

(5) Obtain DNS server address automatically
() Use the following DNS server addresses:

Note:
If the service provider provides DNS IP address, please select <Use the following DNS server
addresses> and enter the specified IP address.

8 Preparation for Configuring MODEM



4.2 Checking

4.2.1 Check LAN Connection

1. Click <Start> and <Run>. In the Open field, enter command. Press the Enter key or click the
<OK> button. In the command prompt, type ping 192.168.100.1 and press the Enter key.

2. If you get a reply as follows, the LAN connection is ok.

C:*Documents and Setti Administrator>ping 192.168.1008.1

168.188.1:
168.1088.1:

3. If you get a reply as follows, please check the LAN and TCP/IP configuration. Refer to
chapter 3.2 and chapter 4.1 in detail.

and Setting strator>ping 192
92.168.180.1 with 3 s of data:

eq tined

Request timed out.

4.2.2 Cancel Proxy Server in Browser

For classic start menu:

1. Select Start—>Settings—> Control Panel—> Internet Options.

2. Select <Connections>.

3. Click the <LAN Settings> button and remove anything that is checked.

Preparation for Configuring MODEM



Local Area Network (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[[] Automatically detect settings
[[Juse automatic configuration script

Proxy server

DUseapmxyserverformLAN(TMesetthgswimtapp&ym
dial-up or YPN connections).

Lox ][ concel ]

4. Click the <OK> button to go back to the previous screen.
5. Click the <OK> button to confirm canceling proxy server in browser.
4.2.3 Others

Sometimes you also need several parameters, please ask your service provider in detail.

VAW  Preparation for Configuring MODEM



5. Ordinary User Operation

5.1 Login

To access the Web-based Utility of the MODEM, launch Internet Explorer and enter the
MODEM’s default IP address (192.168.100.1) in the address field,then press the Enter key. A
screen will appear asking you for your User name and Password (detail as following picture).
Enter user in the Username field and 1234 in the Password field. Select the proper language.
Then click the <login> button.

ITE Modem Login

f—
[ee—

Language : |English o

L login

Copyvight € 08 ITE Corporation. AN rights reserved
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Note:
-If you click <exit> button, you will see the following prompt message.

Microsoft Internet Explorer

9 The Web page you are viewing is trying to close the window.
\.)
Do you want to close this window?

Lve Ji{_ v |

When you access the MODEM setup page, the first screen you see as following:

s Ny
Saatus. VLK Ststes | Metwerk Indormation | Abeut My MODEN
Sewp
Adennced User Area

Fuatll connecea

YA Ordinary User Operation



The whole interface is divided into two parts, and related functions can be executed by
operation in the related areas.
Function Button

m Clicking Status link displays status and statistical information for all connections and
interfaces.

m Clicking Setup link allows you to edit existing connections, and configure other basic
settings.

m Clicking Advanced link allows you to configure advanced features like SNTP, DNS etc.

m Clicking Security link allows you to configure Port Forwarding, Port Trigger etc.

m Clicking VolP link allows you to configure VoIP related features.

m Clicking Tools link allows you to carry out system commands and perform simple system
tests.

m Clicking logout link to exit MODEM setup page manually. In addition, if no any operation
within 5 minutes, the screen will return to log in page when you process again in the old
MODEM setup page.

User Area

Show the man-computer interaction information under various conditions.

5.2 Status

5.2.1 WiMAX Status
After you access the MODEM setup page successfully, please click Status—>WiMAX Status
link, you will see the basic information.

Ordinary User Operation &



ITEdH -

WIRLAX Statun | Network information | Absut by MODEM
Satup
Advanced

Futll conmectas

Sewrity

Ve

m Ethernet 1

LAN port 1 property and current status
m  Ethernet 2

LAN port 2 property and current status
m Phone 1

Phone 1 current status

m Phone 2

Phone 2 current status

u ?.“ Connected

Show the current network signal strength and connection status. Detail as follows:
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Name Icon Description
More real lines show stronger signal
Signal strength Yo 9 9
Yoouol No signal
Connected | MODEM accesses network successfully
Connection status -
Disconnected | Disconnected with WiMAX network

5.2.2 Network Information

After access MODEM setup page successfully, please click Status - Network Information
link to access the following screen:

ZTEP*

lagest

i

WA Ststen | Motwerk Information | Abost My WODEM

WMAR Infesmatien

Ordinary User Operation a3



m WiMAX Information
Used to view WiIMAX network information.
WAN IP: IP address for WAN connection
BSID: Base Station ID of the MODEM connected
Cell ID: Cell ID of the MODEM connected
Frequency: Frequency information
Tx Bytes: Transmission flow statistic
Rx Bytes: Receiver flow statistic
Connection Duration: duration of time for connection
RSSI: Receive signal strength indicator
Tx Power: Transmission power
PER: Package error ratio
CINR: Carrier to interference and noise ratio
m LAN Information
Used to view LAN IP address and subnet.
5.2.3 About My MODEM
After access MODEM setup page successfully, please click Status -About My MODEM link
to access the following screen:
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TN -
Saatus WIMAX Saatus | Network baformatian | Abaut My NODEN
Setwp

Model Name: The model name of this MODEM

Software Version: Current software version of this MODEM
Hardware Version: Current hardware version of this MODEM
Memory Usage: Current Memory usage percent

CPU Usage: Current CPU usage percent

Ordinary User Operation pi4



5.3 Setup
5.3.1 IP Configuration

After access MODEM setup page successfully, please click Setup - LAN Configuration - IP
Configuration link to access the following screen:

ZTEd

hegout

LAN Configuration | WAN Coanectin

P Configuration  DHCP Clants DHCP Binding

W Advess: 21689001
Fathlask: 55 755 355 0
Enable DHCP: &
Start 1P [T62 68 W0 108
Max e[
Mettbask: 2o e n
wns Servecfio00
Lomte Tima: [0 days

apply

Coppright © 2009 ITE Corpoeation, All rights ressrved.

m IP Address: |IP address for LAN
NetMask: Net mask for LAN

m Enable DHCP: Enable or disable the DHCP service, when this item is checked, you should
set DHCP server information as follows
m Start IP: First IP assigned by DHCP server
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Max User: The max number assigned by DHCP server

NetMask: Net mask assigned by DHCP server

WINS Server: IP for WINS server

m Lease Time: Time that DHCP server rents the IP address (Unit: day)

5.3.2 DHCP Clients

After access MODEM setup page successfully, please click Setup = LAN Configuration
- DHCP Clients link to access the following screen:

ZTEPH togot

Staten LAN Configuratica | WAN Connectien

ey 1P Confiquration OHCP Clents CHCP Binding

MAC Address ® Adsren Eaphres bn

Copyright © 2009 ITE Corparation. A8 rights ressrved.

MAC Address: MAC address of DHCP client
IP Address: |IP address for DHCP clients

Expires in: The left time for lease, if this IP address is static bound, then demonstrated:
Infinity

Ordinary User Operation W4



5.3.3 DHCP Binding

After access MODEM setup page successfully, please click Setup = LAN Configuration -
DHCP Binding link to access the following screen:

ZTED# Feaon

Status LAN Configuration | WAN Connection
— W Configuration  DHCP Clissts DHCP Blading
Advanced
mac w
e o DHEP Bindings

—.r—.o..o .. o —r—r——

atd

el

Copyright © 7009 ITE Corporation. All rights ressreed.

You can set MAC address and IP address binding, create a DHCP binding table to mapping
MAC address and IP address of clients. When DHCP server assigns address, IP address will
be assigned according to the binding relations of MAC and IP, and never expired.

For example: MAC address is 00-0a-e2-c6-48-ba; and IP address is 192.168.100.133, it

means that the IP address DHCP Server assigns to the MAC address corresponding host is
192.168.100.133.
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5.3.4 WAN Connection
After access MODEM setup page successfully, please click Setup -WAN Connection link to

access the following screen:

[

ZTEhH

States.

LAN Configuation | WAN Conection

Satup
Account Settings

Advanced
ustarsicason: 12 (|
Usar Hame
Securify
Password:
We.antes Te Confirm:|

alp
inpun User Mame

Tosts and then click cannest

WAN Information

tion. All ights reserved

m Account Settings
Authentication: User authentication type
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User Name: User authentication name
Password: User authentication password

m WAN Information

Type: WAN connection type

NAT: NAT enable/disable

IP address: WAN IP address

Mask: Netmask address

Gateway: Gateway IP address

DNS: Main DNS address

Standby DNS: Standby DNS address

Lease Time: The time that WAN rent IP address from DHCP server
——<connect>/<disconnect> button used to WAN connect/disconnect.

5.4 Advanced

5.4.1 Routing Setup
After access MODEM setup page successfully, please click Advanced—>Route link to access
the following screen:
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ZTE®H i
s Floute | SHTF | DOWS. | DNS Service
Senp

Delualt Gaseway Inmertace: [Wiliax = submin
Mdennced
Destinasion Netwoek Address [
Sacurity Dastination Mask- [
et Hop IP-
Vel
Routes Listiog
Took

Sebect  Meswerd Address Mask Bleaxt Hop IP Using intecdace

Copyright © 7003 ITE Corporaticn. All ights reserve: o

Default Gateway Interface: Used to configure default gateway interface
Destination Network Address: Used to configure destination network address
Destination Mask: Used to configure destination network mask address

Next Hop IP: Used to configure next hop IP address

<submit> button used to active the default gateway configuration.

<add> button used to save the route configuration.

——<modify> button used to modify the selected route configuration.
——<delete> button used to delete the selected route configuration.

Ordinary User Operation &K



5.4.2 SNTP Client Configuration
After access MODEM setup page successfully, please click Advanced -SNTP link to access
the following screen:

ITEdH fogou

Seatn Route | SNTP | DONS | DNS Service

Coerern Date & Tima 1370.41.01 039000
r ‘adjust chack for

Time Fone {|GMT) Greemicl h lean Time: Dubln [ dnbuigh Lisben Loadon =
Bddrass furme widows com

Copyright © 203 ITE Corpoeation. All rights reserved

m Automatically adjust clock for daylight saving changes: Enable/Disable automatically
adjust clock for daylight saving changes function

Time Zone: Select time zone

Primary Server Address: Main SNTP server address

Secondary Server Address: Standby SNTP server address

Poll Interval: Poll interval time, and the unit is second
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——<submit> button used to active the SNTP client configuration.

——<cancel> button used to inactive the SNTP client configuration.
5.4.3 DDNS Setup
After access MODEM setup page successfully, please click Advanced - DDNS link to access
the following screen:

ITEDH togou

Seatuy Route | SHTP | DDHS | DS Service
£

Atteanced

5 comnection you can host your own web site, smal server, FTP sie
1 yooer o locatiem even i you have a dynasmic [P address. To sign.up
Wi g e

bisannd DONS Protocol: [ddnama =]
Enable DONS: ™
ValP - ——
Useename: [
e Passwroid. ’_-—_
Y
WAN Conmction: -

Copyright © 2000 ITE Corporation. AN rights ressrved

DDNS is a dynamic domain analysis system. After applying DDNS, a dynamic IP address to the
mainframe also can provide domain name services. For example, the mainframe through dial-
up or XDSL DHCP server gets IP address and domain names dynamically. Enable and config-
ure DDNS so the host’s IP address changes will not affect the users who visit through the
domain name.
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DDNS Protocol: Dynamic Domain Name Server

Enable DDNS: Active/lnactive DDNS protocol function

Server: Available server address. If use ddns.nu protocol, the server has a domain name,
and the default name is ns.ddns.nu.

Username: Username which has registered successfully in DDNS.

Password: Password which has registered successfully in DDNS.

Handle: Bind character string and the corresponding IP address. Only available in the
ddns.nu protocol

m  WAN Connection: Used to select the WAN side connection port

——<submit> button used to active the DDNS Setup.

——<cancel> button used to inactive the DDNS Setup.
5.4.4 DNS Configuration
After access MODEM setup page successfully, please click Advanced = DNS Service link to
access the following screen:
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ZTEh3 Rogout

Route | SNTP | DONS. | DNS Servica
Advanced Damain Name: PlagpyF amity wbmi
Hows Name:

e 1P Addras:

Heat Hame [

Copyright © 2009 ITE Corporntisn. All rights ressrve-d

Domain Name: Main domain name, and the default is HappyFamily
Host Name: Host name

IP address: Host IP address

——<submit> button used to active the Domain/Host configuration.
<cancel> button used to inactive the Domain/Host configuration.
——<add> button used to add DNS Configuration.

—<delete> button used to delete DNS Configuration.

<edit IP> button used to edit IP Address.

<edit name> button used to edit Host Name.
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5.5 Security

5.5.1 Port Forwarding
After access MODEM setup page successfully, please click Security = Port Forwarding link
to access the following screen:

ZTE®hH oot
Saatus Port Ferwarding | Pont Teiggar | Senvice Contral | DME
Senp

— VAN Port
Lo Enable Projoctame  LANW Prosscel | LAN Pomt
Fom  Te
Sacurity s
wid

Vatp

Copyright € 2009 ITE Corporation. A8 rights reserved.

In this page you can configure one rule which permit the port visiting redirected policy, for the
rule that WAN [P is the source, and LAN IP is the destination. The mainly application example
is that WAN side client visits the LAN side server.
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Add Port Forwarding Project
Click <add> button to access following screen:

ZTEd3 togest
Saahus Port Ferwarding | Port Tiigges | Servics Conved | DMZ
Senp

P 4 Pt Forwarding Prject
Sacuriny Project Mame: Emable: ™
Presscat: TP =] T e—
ValP
N e Baege: [ Lnpee [
Took
add. back

Copyright € 2009 ZTE Corporation. All rights reserved.

Project Name:The project name of port forwarding
Enable:Enable the port forwarding function

Protocol:Select the protocol type TCP or UDP

LAN IP:IP address in local area network

WAN Port Range:Port range for WAN connection

LAN Port:Port number in Local area network

—Click <add> button to save the configured rule.

—Click <back> button to return to the port forwarding page.

Ordinary User Operation
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Modify Port Forwarding Project
Click <modify> button to access following screen:

ZTERH togout
Stwt Part Farwarding | Port Trigger | Service Contral | DMZ
Satup

Advancd Modity Put Farmatdiesg Prejact
Securiey Preject Rame:
LAN P Enable: [
Vol
modty hack
Teals

Copyright © 2009 ITE Corparation. Al rights reserved.

After complete changing the project, click <modify> button to save the project, or else click
<back> button to cancel the change and return to the port forwarding page.
5.5.2 Port Trigger

After access MODEM setup page successfully, please click Security—> Port Trigger link to
access the following screen:
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ITEDH e
Saatin Port Ferwandinsg | Post Trigger | Service Control | OUZ
Sotop

Conporation. A5 tights reserved

m Application
Project Name:Application name for port trigger function
m Triggered Range
Protocol:Display protocol of trigger connection
Start:Display starting port of trigger connection
End:Display end port of trigger connection
m Forwarded Range
Protocol:Display protocol of transfer connection
Start:Display starting port of transfer connection
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End: Display end port of transfer connection
Status: Display current status of trigger application
Action: Active or inactive current configuration, there are two type buttons: <run> and
<stop>, when you click current button, the action changed to another
—Click <delete> to delete the chosen item.
—Click <reset> to load default configuration from default DB.
Add Port Trigger Rule
Click <add> button to access following screen:

TTEDH -
St Port Forwarding | Pan Trigges | Seevica Conwol | DI
Semup

S Acd Port Trigger Rule
Security Prejecs Name: ]
Triggered Range: [TCP = suaPe [ End Port: [
Voan
Opened: [TCP = sunPm End Port
Teals
sot Back

Copyright © 1009 ITE Corporstisn. Al sights resarved.

Click <back> button to return to the port trigger page, and click <add> button to save the port
trigger configuration.
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Modify Port Trigger Rule

Click <modify> button to access following screen:

ITEDH Iogout
Staten, Poet Farwasding | Pont Trigger | Service Control | DIZ
Semup

e Modity Port Trigger Rule

Security Project Hame:

Triggered Range: [TCP = Stant Port: o9y End Pore [i098
Vit
Openest: [TCP - it Port [E13T End Pore [ETH
Teols
mesty

back

Copyright © 7009 ITE Corporation. AN rights ressrved.

Click <back> button to return to the port trigger page, and click <modify> button to save the
port trigger configuration.
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5.5.3 Service Control
After access MODEM setup page successfully, please click Security - Service Control link to
access the following screen:

ITEhH gt
Saams Fort Forwaeding | Pen Trigger | Service Conwol | DMZ
Senp

Black/White List
Batvances
Modle: ¥ Back List " White List
Sacurity
" add
alP
w Salere
Tosks
b

Copytight © 2005 ITE Corporatien. All fights reserved.

m Mode: Select “black list” or “white list”

IP: Set the host IP address
<add> button used to add the Service Control related configuration.
<submit> button used to active the Service Control related configuration.
“Mode” will be available only for the configured IP address, when the mode is “white list”, it
means that only permit the configured IP address to access the service; when the mode is
“black list”, it means that deny the configured IP address to access the service.
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5.5.4 DMZ

After access MODEM setup page successfully, please click Security -+ DMZ link to access
the following screen:

ZTEDH

agout

Part Forwarding | Port Trigger | Service Contral | DMZ

Enable: ™

m Enable: Enable/Disable DMZ hosts
m IP: DMZ hosts IP address

<submit> button used to active the DMZ related configuration.
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DMZ configuration means that you can configure one network segment or specified hosts as
DMZ zone, the hosts within DMZ zone can not access the hosts without LAN side DMZ zone
and WAN side network. But the hosts within DMZ zone can provide the server function for
the outside.

To ensure the security of LAN side non-DMZ zone hosts, It's recommended that set the DMZ
zone hosts as FTP or WEB server, then add the specified item configuration in the port
forwarding, thus the ftp or WEB visit request from WAN side hosts can be redirected to the
FTP or WEB server within DMZ zone.

5.6 VolP

5.6.1 General
After access MODEM setup page successfully, please click VolP =General link to access the
following screen:
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Eagout

Ganersl | $IP Prosscal

Segnating

Part Status
SIF VadP1L: Out of Service SIP VoI Ot of Service

Ext Humber Setp

vemgne [
P 0

Tws-stage Diaing Setup

Tuws stage Dialing Flag:

o8

Tos: i

Copyright © 2009 ITE Corparation. AN rights revereed.

TOS: Type of Service

Signaling: Display the signaling protocol for VolP

Port Status: Display online user’s status

Ext. number setup: Length and prefix of the internal telephone number
Two-stage Dialing Setup: Indicate the second dial tone

After finishing the related configuration, click <submit> button to submit.

Ordinary User Operation [EIf



5.6.2 SIP Protocol
After access MODEM setup page successfully, please click VolP - SIP Protocol link to
access the following screen:

ITE®H fogeu
Sunes Geowral | SIF Protocol
Sep

Pt Host Intermatisn
Intetnce: wimas v Pot [0
Sacuriey
Primary Proxy Servar
vaiP Pray Server 1)
Gutbsand Proxy: (008 Por e
Took

Secondary Proxy Server

Paaxy Server (1]
Outbeund Proxy: 0008 7 Part ==

Ascount information

Vo Acceunt Password s Useitiame  Enable TTY
L | [ ®r
2 | [ [ o
Test Link Flag

Flag [csivety enabied =]

Paer Call Fug

Flag r
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Host Information:

Interface: Local interface for VolP protocol

Port: Local port for VolP protocol

Primary Proxy Server

Proxy Server: |IP address or domain name of primary proxy server

Outbound Proxy: IP address or domain name of primary outbound proxy server
Port: Port of primary proxy server

Secondary Proxy Server

Proxy Server: I[P address or domain name of backup proxy server

Outbound Proxy: IP address or domain name of backup outbound proxy server
Port:Port of backup proxy server

Account Information

Account: User account

Password: User password

Auth Username: Authentication username

Enable: Enable VoIP Account. If the option is selected, the account is started
TTY: Enable Text Phone. For people who are deaf, hard of hearing or speech disabled
Test Link Flag: Enable/Disable test link

Peer Call Flag: Peer to Peer call flag

After finish the configuration, click <submit> button to submit.
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5.7 Tools

5.7.1 System Commands
After access MODEM setup page successfully, please click Tools—>System Commands link to
access the following screen:

ITEhH gwat
s System Commands | Ping | Uses Management | Update WOCEM | Sysem Log
Senp

Fiestart MODEM
Adeanced
LR Frsian
Vel Contomer Care Accass
Took

Adtow Aceom
Restorn MODEM Dutssht

Restorn Delashts

Copyright © 7098 ITE Corporatisn. All sights

—— Once click Restart link, the Web page will no response within several minutes,
because restarting MODEM needs some delayed time, you must wait untii MODEM
finish restarting.

—— Click Restore Defaults link, system will use default configuration instead of current
configuration.
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you solve some problem.

—— Click Allow Access link, Customer care will remote access your MODEM and help
5.7.2 Ping

After access MODEM setup page successfully, please click Tools - Ping link to access the
following screen:

ITEdH

logest

St

Sysem Commands | Pieg | Uses Managesment | Update MOCEM | System Log
Senup

Advanced fa— o

Security

VP

Taals

Coppiight © 709 ZTE Corporatisn. All rights ressrved.

m Destination: IP address or network address

After input the destination address, please click <ping> button, the test result will be dis-
played in the text box.
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5.7.3 User Management

After access MODEM setup page successfully, please click Tools - User Management link to
access the following screen:

ZTE®h3 o
Saatus. System Commands | Ping | User Mansgemant | Update WOOEM | System Log
Sewp

Advanced
[
Sacurity
Mew Pataword. |
ValP Cantiem Passward:
Took

Copyright © 2009 ITE Corporation. All rights reserved 4

m New Password: New password
m Confirm Password: Repeat password
——Click <Submit> button to active the password configuration.
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5.7.4 Update MODEM
After access MODEM setup page successfully, please click Tools-»>Update MODEM link to
access the following screen:

Stan Sysam Commands | Ping | Uses Management | Update WOOEM | Sysem Leg

Select a File : Browse |  Updats

Copyright © 2008 ITE Corporation. A rights ressrved.

Click <Browse...> button to select the version and configuration files, click <Update> button to
upload the version and configuration files.
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5.7.5 System Log
After access MODEM setup page successfully, please click Tools = System Log link to ac-
cess the following screen:

ZTEDH gt

Staten Syvtem Commands | Ping | User Mansgement | Updats WOOEM | Sysem Log

i

Copyright © 2009 . A1 Tights ressreed

This page includes four buttons.

m refresh: Display the latest 20 log items

m save: Save current log to flash

m clear: Clear current log item

m download: Download the current log to the local specified directory
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6. Troubleshooting

This chapter lists some problems that you might encounter while installing or using MODEM,
please read following relative information at first. If the problem still can not be solved, please

contact with distributor or service provider.

Problem

Check Point

Indicator light

After power on the MODEM,
power LED is off.

. Make sure power adapter is original accessories.
. Power adapter correctly connect with MODEM and wall

socket/power.

After insert Ethernet cable,
the LAN indicator light is off.

. Make sure Ethernet cable correctly connect with com-

. Confirm computer/HUB is power on.

puter/HUB and MODEM.

Access network failure

Can not access the setup
page of the MODEM

. Verify the LAN connection successful.
. Checking your TCP/IP settings.

. Using Ping command to make sure that your computer

If still not work, please contact your service provider.

Refer to Windows Help for details. Make sure Obtain IP
address automatically is selected in the settings.

is properly connected to the MODEM. Please refer to
chapter 4.2.
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Problem

Check Point

Can not access Internet

1. Please check your PC’s settings and connection ac-
cording to the above advices, ensure that your PC
can access MODEM setup page.

2. If PC is configured correctly and only can access
MODEM setup page, please check your MODEM. De-
tailed refer to chapter 5.

If MODEM configured correctly, but still not work, please

contact your service provider.

Others
1. Please Confirm the connectivity of telephone.
2. Make sure the telephones perfectly connect with
Call failure MODEM.

If the call still is failure, please contact with your service
provider.

Web page configuration lost
after restart the MODEM

1. Make sure you have clicked <submit> button after
modify the configuration every time.

2. If you click <submit> button, but the problem still exist,
please contact with your service provider.
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Appendix Glossary

DNS

Domain Name Server: it can provide the service that network node name can be translated
to network IP address in the internet.

Internet

Global network, used to exchange data, news and viewpoints within millions of computer.
IP Address

32 bit address, used to identify one computer in TCP/IP.

LAN

Used to connect some communication equipment (computer, MODEM and printer) within
one room, school or other limited region.

MAC Address

The Media Access Control (MAC) address is a unique number assigned by the manufac-
turer to any Ethernet networking device, such as a network adapter, that allows the
network to identify it at the hardware level. For all practical purposes, this number is
usually permanent. Unlike IP address, which can change every time a computer log in the
network, the MAC address of a device stays the same, making it a valuable identifier for
the network.

Protocol

Communication protocol: it is a rule that network equipment must follow for mutual commu-
nicating to transferj¢transmit and receive data.
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m TCP/IP
Transmission Control Protocol/Internet Protocol: basic communication protocol of network
communication, but TCP/IP defines one group of protocol, not only include TCP and IP.

m UDP
User Data Protocol: packet exchanging communication protocol in internet, its default
under layer protocol is IP, provide simple protocol mechanism when transfer information to
another user.

= WAN
Wide Area Network.

m WiMAX
Worldwide Interoperability for Microwave Access.
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